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GDPR also requires data controllers to provide data subjects
- with certain information about the transfer of their personal
- data outside the EEA. According to Article 13(1)(f) and 14(1)(f),
- GDPR, no matter if the transfer of data is justified by the data
- subjects’ consent or by another lawful basis, the data subjects
- must be informed about the following factors:

« “the existence or absence of an adequacy decision by the
Commission”, i.e. whether the non-EEA recipient country
is recognized by the EU Commission for having a data
protection level adequate to that of the EU. So far, there
have been 12 countries, including Japan, which have been
granted an Adequacy Decision by the EU Commission (full
list of countries® with Adequacy Decisions); and

« if the non-EEA recipient country does not have an adequate
level of data protection, which safeguards allowed under
GDPR the data controller is using in order to protect the
transferred personal data. Among the others (e.g. binding
corporate rules or codes of conduct), the most commonly
used safeguard at the moment is the standard contractual
clauses approved by the EU Commission; and

« the means by which the data subjects can obtain a copy of
the safeguards used or where they have been made available.

The above-mentioned information should be provided to data
. subjects when their data is collected. When the data is not
- collected directly from the data subjects, the information must
- be given at the latest before the controller transfers the data.
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1. Definition of personal data under GDPR

Under Article 4(1) GDPR, “‘personal data’ means any information

relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural
or social identity of that natural person”. GDPR does not have
a separate definition for “personal-related information” like
the Japanese data protection law. Even though one piece of
data alone may not identify a natural person, after being combined
with other pieces, they can identify an individual and therefore
still constitute personal data. In other words, data such as
Internet browsing history, location information, cookies, which
is considered “personal-related information” under Japanese
data protection act, is also defined as “personal data” under
GDPR and is protected as any other personal data categories
such as name, ID number or email address.

Data only stops being considered “personal” under GDPR when
itis made irreversibly anonymous, and the data subject can
no longer be identified by any means. Anonymized data is therefore
not protected by GDPR. Data that has been encrypted or
pseudonymized is still considered “personal data” as it can
potentially be used to re-identify a person when being decoded
or combined with more data.

2. Controllers’ obligations towards personal data

As long as the data is considered “personal data”, it is protected
under GDPR and data controllers and processors have to fulfil
their obligations towards such data. Each data controller and
processor shall be independently responsible for complying
with its obligations under GDPR, unless:

(i) whenthey are joint controllers. In this case, the joint controllers
can have some forms of agreement among themselves
about who shall be responsible for which obligations,
including the obligations to obtain data subjects’ consent
when required (Article 26(1) GDPR); or

(ii) in a controller- processor relation in which the processor
shall only process personal data under the controller’s
instruction, it is the controller’ s sole obligation to make
sure data subjects have given valid consent, if required.
However, Article 11 GDPR provides an exemption that
“if the purposes for which a controller processes personal
data do not or do no longer require the identification of
a data subject by the controller, the controller shall not
be obliged to maintain, acquire or process additional

2021 F£ 5 B A&S_012

information in order to identify the data subject for the
sole purpose of complying with this Regulation”. That
means, if the controller shares with its processor personal
data, which the controller cannot use to identify the data
subjects, it does not have to collect more information to
identify them only to obtain their consent. Even if the
processor can potentially use the personal data from the
controller to identify the data subjects, it may not be
allowed under the controller’s instruction to do so. And
if the processor nevertheless tries to identify the data
subjects for its own purposes, the processor will be considered
an independent controller in respect of that personal data
and must then be independently responsible for, among
others, ensuring a lawful basis for its processing activities
e.g. obtaining consent (Article 28(10) GDPR).

When an independent controller A shares personal data, which
it cannot use to identify the data subjects, to another independent
controller Bwho might be able to use such data to identify the
data subjects, GDPR does not require controller A to make sure
that controller B has obtained the data subjects’ consent. In
respect of controller B’ sindependent processing activities
after receiving the data from controller A, it is controller B’s
sole obligation to inform the data subjects how it processes
their data and ask for their consent (if consent is required).
If controller B fails to comply with this obligation, it must be
liable to the data subjects on its own, without controller A
being involved.

However, if controller B is not located in an EEA country or a
country with Adequacy Decision (Article 45 GDPR), controller
A must ensure that controller B will comply with GDPR basic
principles by applying one of the appropriate safeguards under
Article 46(2) GDPR. Standard contractual clauses by the EU
Commission, as the most commonly used safeguard, requires
the data exporter (i.e. controller A) to use reasonable efforts
to determine that the data importer (i.e. controller B) is able
to satisfy its legal obligations under those clauses. In this case,
controller A might be held liable to data subjects if it shares
personal data with controller B despite being aware of the fact
that controller B is actually not able to ensure GDPR principles
(e.g. not able to obtain data subjects’ consent where required).
The rule for international transfer of data is one of the rare
GDPR rules requiring a data sender to have some control over
its data recipient, which is to an extent similar to the “personal
-related information” rules in Japanese data protection act.

In short, GDPR does not distinguish personal data-related
information and there are thus no special rules for personal-
related information under this Regulation. Data controllers and
processors shall be independently responsible for complying
with their obligations under GDPR or under equivalent applicable
law, unless in case of joint controllership or when the data
importer is not located in an EEA country or a country with
Adequacy Decision.
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Article 33(1) GDPR sets out a general notification requirement
in case of data breach. In particular, a controller shall without
undue delay and, where feasible, not later than 72 hours after
having become aware of a data breach, notify the breach to
the competent supervisory authority, unless the data breach
is unlikely to result in a risk to the rights and freedoms of natural
persons. If the notification to the supervisory authority is not
made within 72 hours, the controller must provide reasons
for the delay.

With the exemption given in Article 33(1) GDPR when there is
no risk to natural persons, it is vitally important that the
controller should not only seek to contain the data incident,
but it should also assess the risk that could result from the
breach immediately upon becoming aware of it.

There is no precise definition of when a data breach results
in a risk to the rights and freedoms of data subjects. In its
guidelines, the EDPB suggests several factors for controllers
to consider when assessing a data breach’s risks, in particular:

« the type of breach (e.g data leakage or data lost);

« the nature, sensitivity, and volume of personal data;

« the ease of identification of individuals;

« the severity of consequences for individuals;

« the special characteristics of the individual and the data
controller.

Recital 75 GDPR gives some examples of risks to rights and
freedoms and suggests that risks should be broadly interpreted
to include physical, material as well as non-material damage
such as discrimination, identity theft, fraud, financial loss,
reputation damage or unauthorized reversal of pseudonymization,
etc. In practice, data controllers are likely to notify data breaches
in most cases, rather than take the risk of not notifying and
then being found later to be in violation.

In case the breach poses high risks to the natural persons
(e.g. when sensitive data is involved), the controller will have
to notify not only the supervisory authority, but also the affected
data subjects (Article 34(1) GDPR).

On the other hand, the EDPB’ s guideline states that if e.g.
the breached data is publicly available or properly encrypted
to be unintelligible to unauthorized parties, it is considered
“no-risk” situations and the controller will be exempted from
the notification obligation.

Regarding the data breach notification procedure, it is not
compulsory but it can be recommended as best practice for
data controllers and processors to have in place trainings as
well as internal policies for their employees on how to react
in case of data breach.
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Besides, Article 33(5) GDPR also requires controllers to keep
reports of all data breaches (not only the one that imposes
risks on natural persons), including the facts relating to the
breach, its effects, and the remedy taken. The competent
supervisory authority may ask for this data breach reports at
anytime to check the controllers’ accountability.

Fines for non-compliance with the data breach notification
and documentation obligation under Article 33 GDPR can be
up to 10 million Euro or up to 2% of the controller’s worldwide
turnover of the preceding year, whichever is higher (Article 83
(4)(a) GDPR).
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Article 4(5) GDPR defines “pseudonymization” as “the processing
of personal data in such a manner that the personal data can
no longer be attributed to a specific data subject without the
use of additional information, provided that such additional
information is kept separately and is subject to technical and
organizational measures to ensure that the personal data are
not attributed to an identified or identifiable natural person”.
A common method of pseudonymization is to replace one
attribute such as name, social security number, data of birth
etc. in a dataset by e.g. a randomly assigned code. After this
process, as pseudonymized data can still be used to indirectly
identify the data subject, it remains being personal data protected
under GDPR. The additional information which can be used to
re-identified data subjects must be kept separately from the
data it relates to by means of technical or organizational measures.
Under GDPR, pseudonymization is not only encouraged as a
mean of data security (Article 32(1)(a) GDPR). The technique
is also linked to the more generalized duty of “data protection
by design” (Article 25(1) GDPR) and to data minimization
safeguards connected to processing for archiving purposes,
scientific or historical research purposes or statistical purposes
(Article 89(1) GDPR).
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Pseudonymization is not made a compulsory duty, but rather
arecommended technique according to the GDPR wordings.
However, some EU Member States’ laws still impose strict
pseudonymization requirements. For example, Article 71(1)
of the German Protection Act stipulates that “personal data
shall be rendered anonymous or pseudonymized as early as
possible, as far as possible in accordance with the purpose of
processing”. It is nevertheless controversial whether the EU
Member State are allowed under GDPR to make pseudonymization
a compulsory measures for data security in its national rules.

| 7. 5 DEHFEICOVT

S, THASEGREROERNHA . MIEFROE DR 7%
FFL TEREEDT (RBINTIER) 1. FEm9 % HREE =
T—RETB_a—ALZ—ZEHTEFETT,

MFS T4 RTN—TDZ2—XLEZ—BEELTHEDET,
FBEEHLEINBIHIFTFREX—ILT RLRFEBICTEEZTL,
[L3RER%E  prcorestaff@aplaw.jp
Xb&aEl. BE. REZE BTV,

Flew TERO—ELD TEHKDHZDEHFZHEVS LT L,

(B4EE

OS2I/ HRRBDBOARERNE Y IR
ORMFLESHRZR

O1>REDRR

OO>v7ED®RX

OB&ErRETRILF—

LBk E

Oq/R=>3>/F70/090—

Ozt (CEKRDHDDEHFE CHREIL,)
(335

ORI/ KRR BDBFORARERINEY IR



ATSUMI & SAKAI

TOKYO | NEW YORK | LONDON | FRANKFURT
www.aplaw.jp

| Page 10/10 |

2021 F£ 5 B A&S_012

Author(s) / Contacts

IE%W#E&E&%-%@E%E%%
T100-0011 SFHTFREXREE-22EEERE )L (1A 165)

FHE T MM SEEA pRE EG
N—hF—/E—REAELR 1|

* ARLERETV CERFFORURL - AL TULZL)
E: fumiaki.matsuoka@aplaw.jp

> View Profile > View Profile

FELT BRI gL R AT
J

FYSIA N | B maRELS TIYSIA | E_RAFELTS
E: satoshi.fukuhara@aplaw.jp E: shohei.shidara@aplaw.jp
> View Profile > View Profile

T30 7N NREF TR s
I (Atsumi Sakai JansseIfERechtsanwalts- und Steuerberatungsgesellschaft mbH") j—D Fl:ﬁﬁﬁ?ﬁ
BERFERERM - AEEHESR

OpernTurm (13th Floor), Bockenheimer Landstrae 2-4, 60306 . .
E: info@aplaw.jp

Frankfurt am Main, Germany

B YERHNEARAEL 7520 - Ryh—
N= 7=
E: frank.becker@aplaw.de

> View Profile

R YEFHAEICH T B AL - BEELEA
Bl BRICEI 2NEEEFAELOTRIIE L,

COZa—ZALE—TBHINTVABERIE. AT NI RZERTZEDTIEDD EEA. EFRAIZEORWMERZRHETZLIBHTHELEITHA COZ1—ALEZ—DINTOD
EHIE MRRO & &) BESNTED. T2, ERME. @ LN S0BREERAL TRONIHERE—IRIET 20D TIESHD EHA. e, AR, BRREMOT.
tae. Bmlt. FEENAOESMORIEZZTHCNRESNZHOTRBL. VWHBZERDRIEDHD Ft A

© Atsumi & Sakai 2021


https://www.aplaw.jp/lawyers/fumiaki-matsuoka/
https://www.aplaw.jp/lawyers/haruhi-kumazawa/
https://www.aplaw.jp/lawyers/satoshi-fukuhara/
https://www.aplaw.jp/lawyers/shohei-shidara/
https://www.aplaw.jp/lawyers/frank-becker/

