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The General Data Protection Regulation (GDPR) contains in Article 9 strict requirements for the “processing of special categories of
personal data”. This is due to the special nature of such data and the associated increased risk to the data subjects.

Article 9 para (1) GDPR specifically mentions “data concerning health” as one category of special types of personal data, also commonly
referred to as sensitive data. "Sensitive" data is any data that directly or indirectly conveys information about the categories of data
specified in Article 9 para (1) GDPR.

On the one hand, health data includes direct information about a person's health, such as disease diagnoses, disabilities or alcohol or
drug abuse. However, in order to effectively protect data subjects, health data must be interpreted broadly. Therefore, it comprises not
only data that directly relates to a disease, but also includes for example a data subject’s physical condition in general which also allows
to draw conclusions about the state of health (so-called “indirect” health data).

Such indirect health data (in our above example including e.g. location, distance traveled, calories burned, weight) can be used to draw
conclusions about the health of the person concerned if they go beyond a mere snapshot. This is in particular the case, if such data is stored
over a longer period and/or combined with other data.

The above assessment entails several duties for our sporting goods manufacturer in connection with the planned App. The requirement
under Article 6 (3) in connection with Article 13 para (1) lit. c) GDPR to specify a precise purpose means that if the provider of the App, which
is our sporting goods manufacturer as controller, also stores health-related data, this must be stated in the privacy policy for the App users.
The provider must specifically name the data that is collected.

Irrespective of the duty to provide information about the processing (which is done by the relevant privacy policy), the special requirements
under Article 9 GDPR apply to the processing of this indirect health data, the collection or other processing which is only permissible if the
data subject has explicitly consented to or the law permits it (as set forth in more detail in Article 9 para (2) GDPR).

As the App in our case is not used for medical reasons (also the potential cooperation with a food supplement manufacturer, does not make
this a medical necessity), the health data collected is not necessary to protect vital interests of the data subject or a third party (Article 9
para (2) lit (c)). Nor is it data that the data subject has manifestly made public ((Article 9 para (2) lit (e)). The intended cooperation with the
food supplement manufacturer, is not to be considered somehow in the public “health” interest). The other exceptions mentioned in
Article 9 para (2) are also not relevant.

Accordingly, the App providers must obtain consent for the collection and use of health data from the App users. Regardless of the question
of whether consent to the privacy policy can constitute such consent, the consent must meet the strict requirements of Articles 4 para (11)
and 7 GDPR. |n particular the consent must be based on the free decision of the data subject and explicitly refer to the specific types of
personal data collected and used. Furthermore, the data subject must be able to identify beyond doubt which sensitive data is to be
collected, processed and used, for which precisely defined purpose, and in which context of use.

The App provider's duty to provide information within the scope of the data protection declarations includes informing the user about
where his or her personal data is processed. However, data transfer to a third country outside the EU - as described in our above example
-isaccording to Art 44 GDPR only permissible, if an exemption for such international data transfer applies. This can be for example a
“transfers on the basis of an adequacy decision” as set forth in Article 45 GDPR, by which adequacy decision the EU Commission
acknowledges that the level of data protection in the destination country is adequate within the meaning of Article 45 GDPR.

If no other exceptions apply, the transfer is mostly made by using the EU standard contractual clauses (SCCs) or the so-called "Binding
Corporate Rules" (BCR).

In our example a data transfer to the US was often based on the so called “Privacy Shield” . However, in July 2020, the European Court
of Justice (ECJ) has ruled that the EU-US Privacy Shield is not an appropriate basis for data transfers to the US.** Standard contractual
clauses can in principle continue to be used, but must - as before - be reviewed by users and supervisory authorities on a case-by-case
basis.
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[14] Article 4 para (11) defines consent as follows: “Consent of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject’ s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him or her.”

The GDPR further clarifies the conditions for consent in Article 7:

1. Where processing is based on consent, the conroller shall be able to demonstrate that the data subject has consented to processing
of his or her personal data.

2. If the data subject’ s consent is given in the context of a written declaration which also concerns other matters, the request for consent
shall be presented in a manner which is clearly distinguishable from the other matters, in an intelligible and easily accessible form,
using clear and plain language. Any part of such a declaration which constitutes an infringement of this Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. The withdrawal of consent shall not affect the
lawfulness of processing based on consent before its withdrawal. Prior to giving consent, the data subject shall be informed thereof.
It shall be as easy to withdraw as to give consent.

4. When assessing whether consent is freely given, utmost account shall be taken of whether, inter alia, the performance of a contract,

including the provision of a service, is conditional on consent to the processing of personal data that is not necessary for the performance
of that contract.

[15] C-311/18 "Schrems II" - https://curia.europa.eu/juris/document/document.jsf?docid=228677&text=&dir=&doclang=EN&occ=first%C
3%A2%C2%88%C2%82%3D1&mode=DOC&pagelndex=0&cid=1925369
The ruling invalidates a decision of the European Commission concerning the EU-US Privacy Shield (adequacy decision). Anyone
wishing to transfer data to the USA under the General Data Protection Regulation (GDPR) can therefore no longer rely on this adequacy
decision, but must use other legal instruments for this purpose. There is no transitional period during which the Privacy Shield can still
be used in the sense of the GDPR. The ruling has also confirmed as lawful decisions of the European Commission concerning standard
contract clauses. From such standard contractual clauses, in principle, the necessary safeguards can exist, which are provided for data
transfers to countries outside the EU and the European Economic Area (standard data protection clauses, Article 46(2)(c) of the GDPR).
However, the users of these clauses must check for themselves whether these guarantees are sufficient or need to be supplemented
by further measures - especially if poor data protection conditions prevail in the destination country. A data exporter that already uses
standard contractual clauses has thus committed to suspend the data transfer if the clauses are not complied with in the destination
country, or at least to inform the competent supervisory authority. If such clauses are not sufficient and no appropriate additional
measures have been taken in this respect, the data protection authorities can order that the transfer be suspended.
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