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Legal Considerations for
Al System Implementation in Vietnam
— In Light of the Enforcement of the Law on Artificial
Intelligence and Its Implementing Decree

1. Introduction

In recent years, Artificial Intelligence (“AI”) has rapidly expanded on a global scale and has been
increasingly integrated into various aspects of business operations. Al is currently utilized across a broad
range of functions, including customer support, internal knowledge management and retrieval,
generation of documents such as contracts and internal communications, creation of images, audio, and
video content, data analysis and forecasting, marketing support, and software development assistance.

Against this backdrop, Vietnam enacted the Law on Artificial Intelligence (No. 134/2025/QH15,
hereinafter referred to as the “Vietnam AI Law”), which came into effect on March 1, 2026. Subsequently,
Decree No. 142/2026/ND-CP (“Decree No.142”), which provides detailed guidance for the
implementation of the Vietnam AI Law, came into effect on May 1, 2026.

As a result, Japanese companies operating in Vietnam that implement Al systems in their business
operations are now required to establish internal frameworks addressing matters such as the
management of risks associated with AT use and the development of rules governing employees’ use of Al
systems.

This article therefore outlines the key legal considerations for Japanese companies operating in Vietnam
when implementing Al systems in their business operations as the deployers or users.

2. Scope of Application of the Vietnam AI Law

The Vietnam AI Law applies to multiple entities involved in Al activities and establishes distinct
responsibilities and obligations for each category of stakeholder, including Developers, Providers,
Deployers, and Users.

However, for Japanese companies operating in Vietnam that implement Al systems in their business
operations, the most relevant considerations generally concern the responsibilities and obligations of:
1 the company implementing and operating the AI system (corresponding to the “Deployer”); and
(ii) the employees using the internal AI system (corresponding to the “User”).

Accordingly, the discussion below focuses primarily on these two categories of entities.

3. Risk-Based Approach

A key feature of the Vietnam AI Law is its adoption of a “risk-based approach,” similar to that of the EU
AT Act, which came into effect in the European Union in 2024. Under this approach, Al systems are
classified according to their level of risk, with different regulatory requirements and management
obligations applying to each category.
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An overview of the regulatory framework applicable to each risk category is set out in the table below
(Articles 9 and 10[TN1.1] of the Vietnam AI Law).

Risk

. . Definition Required Governance Framework
Classification

Systems capable of causing significant | Notifying classification results,

High-Risk Al damage to the life, health, rights and conducting conformity assessments

legitimate interests of organizations and conducting periodic inspections
Systems e . . . . ) . .

and individuals, national interests, or inspections upon identification of

public interests, or national security potential non-compliance

Systems capable of causing confusion,
influencing, or manipulating users
because they do not recognize that the
interacting subject is an Al system or
the content is generated by the system

Notifying classification results and
supervision through reports, sample
testing, or assessment by
independent organizations

Medium-Risk
Al Systems

Monitoring and inspections in the
event of incidents or where necessary
to ensure safety

Low-risk AI | Systems that do not fall under high-
systems risk or medium-risk Al

For example, healthcare Al systems and educational Al systems are two prime examples that require
more stringent risk management tailored to the specific characteristics of each field (Article 6.2 of the
Vietnam AI Law). This is because these are essential areas that directly impact people's lives, health,

rights and legitimate interests, as well as social order and safety. By contrast, Al systems used for internal
operational support and data analysis, which merely assist users in carrying out administrative functions,
are more likely to be classified as low-risk Al systems (Article 9.3 of Decree No.142).

4.

Obligations of Deployers and Users

(1) Prohibited Acts Applicable to All Entities

The Vietnam AI Law prohibits developers, providers, deployers, and users from engaging in certain acts,
including the following (Article 7 of the Vietnam AI Law):

>

>

Y YV V V

Exploiting or appropriating Al systems to commit violations of the law or regulations, thereby
infringing upon the rights and legitimate interests of organizations and individuals.

Developing, providing, deploying, or using Al systems for the following purposes:

(1) Performing acts prohibited by the law or regulations;

(2) Using elements of forgery or simulation of real persons or events to deceive or manipulate
human perception and behavior in a purposeful and systematic manner, causing serious harm to the
rights and legitimate interests of humans;

(3) Exploiting vulnerabilities of vulnerable groups, including children, the elderly, persons with
disabilities, ethnic minorities, or persons with loss or restriction of civil act capacity, or persons with
difficulties in cognition or behavior control, to cause harm to themselves or others; and

(4) Creating or disseminating fake content capable of causing serious danger to national security,
social order, and safety.

Collecting, processing, or using data to develop, train, test, or operate Al systems contrary to the law
or regulations on data, personal data protection, intellectual property, and cybersecurity.
Obstructing, disabling, or falsifying mechanisms for human supervision, intervention, and control of
Al systems as prescribed in this Law.

Concealing information required to be public, transparent, or accountable; erasing or falsifying
mandatory information, labels, or warnings in Al-related activities.

Abusing research, testing, evaluation, or verification activities of Al systems to commit acts contrary
to the law regulations.
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(2) Primary Obligations of Deployers

(a) Obligation to Ensure Transparency
A company (the “Deployer”) that implements an Al system in its business operations is required to
provide clear and identifiable labeling for audio, images, or videos generated or edited by an Al system
for the purpose of simulating the appearance or voice of a real person or recreating real-world events, so
as to distinguish such content from authentic content (Article 11.4 of the Vietnam AI Law).

However, Decree No.142 provides that Deployers are not required to provide such labeling in the
following situations (Article 18.4 of Decree No.142):

»  Content that has undergone technical editing solely for the purpose of improving the quality of
audio, images, or videos, provided that such editing does not alter the substance or principal context
of the content.

»  Text processed using tools that assist with spell-checking, grammar-checking, summarization,
interpretation, or translation, provided that such processing does not distort the substantive content
of the original text.

»  Content used exclusively within an agency, organization, or enterprise and not made available to the
public.

>  Content created solely for research, development, or testing purposes within a controlled
environment and not made available to the public.

In addition, the Deployer has the right to select the method of notification or display labeling
according to the type of content and the manner in which such content is provided, including the
following methods (Article 18.5 of Decree No. 142):

» Displaying labels directly on the content;

»  Displaying labels in the title, description, or accompanying annotations of the content;
»  Displaying labels on the interface of the content delivery platform; or

>  Delivering notifications through audio means or other appropriate formats.

(b) Obligation to Provide Explanations to Competent Authorities
The Deployer is required to provide explanations upon receiving a written request from a competent
authority. The scope, content, and timeframe for such explanations must be appropriate in light of the
legal status of the relevant entity and the risk level of the AI system concerned (Articles 14 and 15 of the
Vietnam AI Law; Article 16.3 of Decree No. 142).

(c) Obligation to Report Serious Incidents
In the event of a serious incident caused by an Al system that poses a risk of harm to individuals,
property, data, or public order, the Deployer is responsible for recording the incident, taking necessary
measures to mitigate its impact, notifying the Provider to facilitate cooperation in addressing the
incident, and cooperating in providing information and implementing necessary measures for handling
the matter in accordance with applicable laws (Article 12 of the Vietnam AI Law; Article 19 of Decree
No.142).

In addition, where the Provider cannot be contacted, the Deployer must submit a preliminary report

regarding the serious incident to the competent authority through the AI Single-Window Portal in the

prescribed form within the following timeframes (Article 19.3 of Decree No.142):

>  Serious incidents requiring urgent intervention or incidents beyond control: within 72 hours from
confirmation of the incident;

»  Other serious incidents: within 5 business days from confirmation of the incident.

(3) Primary Obligations of Users

Employees (“Users”) who utilize internal Al systems are also subject to certain obligations, depending on
the risk level associated with the relevant Al system.
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For example, even when using a low-risk Al system, Users may incur liability if they use the AI system for
improper purposes and thereby cause harm to a third party (Article 15.2(c) of the Vietnam AI Law).
Examples of such conduct may include generating unlawful content, infringing intellectual property
rights, or causing the unauthorized disclosure of personal information.

Furthermore, where a User becomes aware of a serious incident involving an Al system, the User is
required to report such incident to the Provider (Article 12.2(b) of the Vietnam AI Law; Article 19.2(a) of
Decree No.142).

Accordingly, companies should establish internal AI guidelines for employees and clearly define matters
such as prohibited uses, reporting procedures, and restrictions on the input of personal data and
confidential information.

5. Transitional Measures

The Vietnam AI Law provides certain transitional measures for Providers and Deployers of Al systems
that were already in operation prior to the effective date of the law (Article 35 of the Vietnam AI Law).
Specifically, Al systems operating in the healthcare, educational, and financial sectors are granted a
transition period of 18 months from the effective date of the Vietnam AI Law, while all other AT systems
are granted a transition period of 12 months.

6. Conclusion — Key Considerations for Japanese Companies
Operating in Vietnam—

As discussed above, the Vietnam AI Law and Decree No.142 impose certain obligations on both
companies implementing Al systems in their business operations and employees using internal Al
systems.

On the other hand, the Vietnam AI Law provides for the transitional measures discussed above.
Accordingly, Japanese companies operating in Vietnam that are implementing Al systems should make
effective use of the applicable transition periods to take appropriate measures, including conducting AI-
related risk assessments, developing internal Al guidelines, establishing reporting systems for serious
incidents, and providing employee education and training.

Furthermore, as the scope and diversity of AI applications are expected to continue expanding, Vietnam’s
legal framework and regulatory practices are also likely to undergo further development and evolution.
Accordingly, Japanese companies operating in Vietnam should closely monitor future legislative
developments and regulatory trends, while continuously reviewing and strengthening their Al
governance frameworks not only from an operational perspective but also from a compliance standpoint.
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