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Under the European General Data Protection Regulation (GD
PR) there are two main scenarios when agreements regarding
data protection matters have to be entered into with foreign
companies (leaving aside the rather rare case of joined controller
agreements). The first scenario is the transfer of personal data
to a so called “third-country” second scenario is entering into
data processing agreements with a foreign processor or a foreign
controller (if you are the processor) in accordance with Article
28 GDPR.

According to Article 44 (1) of the GDPR

“Any transfer of personal data which are undergoing processing
or are intended for processing after transfer to a third country
or to an international organisation shall take place only if,
subject to the other provisions of this Regulation, the condlitions
laid down in this Chapter are complied with by the controller
and processor, including for onward transfers of personal
data from the third country or an international organisation
to another third country or to another international organisation.”

Articles 45 through 47 GDPR describe three main possibilities
for the transfer of personal data to a third country.

« Article 45: Transfers on the basis of an adequacy decision
« Article 46: Transfers subject to appropriate safeguards
+ Article 47: Binding corporate rules
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For various countries, including Japan, an adequacy decision
exists which allows for the transfer of data between the EU and
the relevant country without addition safeguards (regarding
the transfer) - however, this does not mean that a transfer is
always justified. There still needs to be a legitimate reason for
the foreign recipient of the data and, if a processor controller
relationship exists, a data processing agreement (DPA) complying
with the conditions of Art. 28 GDPR.

If however no adequacy decision exists for the relevant non-
EU country either binding corporate rules (BCR), in accordance
with Article 47 can be agreed (which is mainly used within large
world-wide corporations) or so called standard contractual
clauses (SCCs) as published by the European Commission can
be used and executed between the data exporter in the EU and
the data importer outside the EU to enable companies to
exchange personal data across continental borders in a legally
secure manner.

This possibility is mentioned in Recital 109 (Standard Data
Protection Clauses) to the GDPR;

“The possibility for the controller or processor to use standard
data-protection clauses adopted by the Commission or by
a supervisory authority should prevent controllers or processors
neither from including the standard data-protection clauses
in a wider contract, such as a contract between the processor
and another processor, nor from adding other clauses or
additional safequards provided that they do not contradict,
directly or indirectly, the standard contractual clauses adopted
by the Commission or by a supervisory authority or prejudice
the fundamental rights or freedoms of the data subjects.
Controllers and processors should be encouraged to provide
additional safeguards via contractual commitments that
supplement standard protection clauses.”

Numerous EU companies are currently use the SCC’s as published
by the EU Commission's as the basis for exchanging data with
group companies, business partners and service providers in
third countries. The clauses in use to date well before the entry
into force of the General Data Protection Regulation (GDPR)
in May 2018. Therefore, over time, these “old” contractual clauses
caused more and more uncertainties and issues as they were
still based on the previous Data Protection Directive. Ultimately,
the need for an update of the clauses finally became apparent
with the decision of the European Court of Justice (ECJ) on July
16,2020 in the “Schrems II” case (C-311/18). While the ECJ still
found the standard contractual clauses to be a fundamentally
sound basis for data transfers to “insecure” third countries,
the reasoning of the decision revealed the weaknesses of the
contractual framework.
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Consequently, on June 4, 2021, the European Commission
adopted a new set of contracts for the transfer of personal data
to recipients in countries outside the EU™. With the new standard
contractual clauses, the EU Commission is attempting to eliminate
the shortcomings of the old contractual framework and to
ensure legal certainty.

Also, under the new set of SCCs, the data protection obligations
legally regulated for EU companies in the GDPR are transformed
into contractual provisions and thus made binding for the “data
importer” in the third country. Therefore, the data importer
must in particular cooperate in establishing the transparency
of data processing and guarantee the essential data protection
rights of the data subjects. The details of the data transfer and
the purposes pursued thereby, as well as the technical and
organizational data protection measures to be implemented
by the data importer, are to be described in an annex to the
clauses. The requirements for the level of detail tend to be
higher than under the previous legal situation.

The new standard contractual clauses are modular. They take
a different form for each of the following situations:

(i)  EU controller and third country controller.

(ii)  EU controller and third-country processor -
an additional data processing agreement is not
required (Art. 28 (7) GDPR).

(iii)  EU processor and third country sub-processor -
the conclusion of an additional data processing
agreement is also not required in this constellation.

(iv)  EU processor and sub-processor in the third country -
this SCCis entirely new and is intended to cover cases
in which a company (as controller) from a third country
engages a processor in the EU to process personal
data that is not subject to the GDPR (e.g., data of US
citizens).

As stated above, if a service provider (as processor) processes
data on the instructions of a controller, this constitutes
“processing” ¥ within the meaning of the GDPR (Art. 4 No. 8
GDPR). In this case, a so-called data processing agreement
must be concluded (Art. 28 (3) and (4) GDPR). However, the
newly published standard contractual clauses now also comply
with the requirements for a commissioned processing contract.
This means that if a contract is concluded on the basis of the
standard contractual clauses, then the conclusion of an additional
order processing contract is no longer required (except in
Module iv).

Under Article 28 GDPR, a data processing agreement (DPA)
must always be concluded if personal data is processed by a
service provider who is dependent on instructions. Typical
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cases of processors are payroll service providers, advertising
or marketing agencies, cloud computing providers and web
or e-mail hosting service providers.

The DPA regulates the rights and obligations of the controller
and processor as well as any sub-processors to be used. The
main purpose is to ensure that the processor processes the
data entrusted to him only for the purposes for which the controller
has collected the data. Above all, however, the processor as
service provider is obligated to protect the personal data to
an appropriate degree. To ensure this, the DPA grants the customer
comprehensive control rights in this regard.

The minimum requirements of the DPA are set forth in Article
28 of the GDPR as listed below:

+ Subject matter and duration of processing

+ Type and purpose of processing

+ Type of personal data, group of data subjects

« Scope of authority to issue instructions

« Duties and rights of the controller

+ Obligations of the processor:

+ Processing according to documented instructions (of
the controller),

+ Maintaining confidentiality or secrecy,

« Taking appropriate measures for its own security of
processing,

« Lawful use of sub-processors,

« Assisting the controller in responding to requests from
data subjects,

+ Supporting the controller in complying with its obligations
under Articles 32 to 36 GDPR,

+ Taking appropriate measures for the security of processing
(Art. 28111 2 lit. f GDPR in conjunction with Art. 32 GDPR),

+ Notification of personal data breaches to the supervisory
authority (Art. 28 11 2 lit. f GDPR in conjunction with Art.
33 GDPR),

+ Notification of the data subject of a personal data breach
(Art. 28 111 2 lit. f GDPR in conjunction with Art. 34 GDPR),

« Carrying out a data protection impact assessment (Art.
28 111 2 lit. f DS-GVO in conjunction with Art. 35 GDPR),

« Consultation of the supervisory authority in the case of
high-risk processing (Art. 28 Il 2 lit. f GDPR in conjunction
with Art. 36 GDPR).

+ Deletion or return of the personal data after termination
of the contract,

+ Provision of information and enabling of reviews.

[7] EUR-Lex - 32021D0914 - EN - EUR-Lex (europa.eu) (https://eur-
lex.europa.eu/eli/dec_impl/2021/914/0j?locale=en)

[8] Article 4 No. 8 GDPR stipulates, that: ‘processor’ means a natural
or legal person, public authority, agency or other body which
processes personal data on behalf of the controller.


https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj?locale=en
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Also, an important part of the DPA is an annex containing the
technical and organizational measures (TOMs) with which the
processor guarantees data protection and data security of the
data provided to him.
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